ASF

Second: Connecting to an AWS EC2 instance — Windows & PuTTY

PuTTY is a free SSH client
Adapted from instructions created by C. Stoner (ASF) and AWS

In this document you will find:

A. Background
B. Materials List
C. Steps

A) Background

These instructions are simply to help you connect to the EC2 instance you configured in the previous set
of instructions. This recipe uses PUTTY, but any similar program can be used.

B) Materials

A. Existing AWS account
B. Existing EC2 instance

C) Steps

A. Generate a PUuTTY private key
B. Connectto EC2 instance

A) Generate a PuTTY Private Key(.ppk) file
1. Download and install PuTTY

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
2. Open the folder that PUTTY was installed to (default path is C: > Program Files > PuTTY)
3. Double click on the file puttygen.exe
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E? PuTTY Key Generator ? *

File Key Conversions Help

Key
Mo key.

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:
(@) RSA () DSA (O ECDSA () ED2R519 (C)55H-1 (RSA)

Mumber of bits in a generated key:

In PUTTY Key Generator, click the Load button and navigate to the folder that contains the
private key file (.pem) created during the EC2 configuration process

Click on the PuTTY Private Key Files button in the lower right corner of the window and select
All Files (*.*)

Select your private key file (.pem) and click Open

T Load private key: X
1+ > ThisPC » Documents 5 AWS > private keys v| | | Search private keys v

Organize New folder = ™ @

~
%3 Dropbox Name Date medified Type Size

& OneDrive Ne items match your search.

[ This PC
I Desktop
Docurments
4 Downloads
D Music
&) Pictures
B Videos
i Windows ()
Wl Seagete Backup
= Google Drive File

= usoshare (11137

B Seanate Rackun P Y

File pame: /v‘ [PuTTY Private Key Files (“ppk)
PuTTY Private Key Files (ppk)
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T Load private key: X
4 || » ThisPC > Documents > AWS > private keys v & Searchpiivatekeys y:)

Organize » New folder -~ 1 @

22 Dropbox Name Date modified Type Size

& OneDiive |7 asf-tuterial-keypairpem 11/3/2017319PM  PEM File 2KB

[ This PC
I Desktop
Documents
4 Downloads
b Music
[&=] Pictures.
B videos
i Windows (C)
l 5eegate Backup
— Google Drive Filt

= usoshare (W137.

B Seanate Rackun P ¥

File name: | asf-tutorial-keypair,pem

Click OK to close the PuTTYgen Notice window PuTT¥gen Nofice %
In PUTTY Key Generator, make sure Type of key to

Successfully imported foreign key
generate value is set to RSA (st 2l el o

use the "Save private key" command to

Click Save private key and then Yes to close the save tin PUTTY's own formt.
PuTTYgen Warning window
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BE? PuTTY Key Generator ? bt

File Key Conversions Help

Key
Public: key for pasting into OpenSSH authorized_keys file: Are you sure you want o save this key

sshrsa ~ I without a passphrase to protect it?
AAAABINzaCTyc2EAAAADAQABAAABAGC N 9A 6 7Kr A SheFIERg BAAhxmeqszyd
oD3nRDUZI/4Rabanx

=2 X6kt XMweOlBW A3z PnEArR YgGy AsVa3Ak XJdeVnHC gw MESg 201 FurkyGoO 22
HBhul4B040 /A AGCYb4HGETuL YBASZvU+ v

PuTTYgen Warning

Key fingerprint: |55h-rsa 2048 23:01:76:92:a4:2d:44:45:42:c0bf.07.d 3:dd:7d.07

Key passphrase: |

|
Key comment: |im|:mrled-c:aper'lssh-ke)r |
|
|

Canfirm passphrase: |

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key | Save public key (I E Save private key >

P

Type of key to generate:
®RsA (O DSsA

() ECDSA (OED25519 (O S5H-1(RSA)

e

10. Navigate to the location you want to store your PuTTY Private Key file (.ppk) and give it a name

E® Save private key as: x
A || > ThisPC > Documents > AWS > private keys v|®|  Search private keys p
Organize ~ New folder Bz - [2]

[&] Pictures 4 A Name Date madified Type Size
& Google Drive #
N items match your search.
= Google Drive #
AWS GMT5SAR
Downloads

november 2017

private keys
22 Dropbox
¢@ OneDrive

[ This PC

I Desktop
Documents

w

File peme: [ s _tutarial_keypai

Save as type: |PuTTY Private Key Files (" ppk)

-+ Hide Folders

11. Click Save
12. Close the PuTTY Key Generator window
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B) Connectto EC2
13. Open PUTTY by clicking on the desktop icon or the putty.exe file in the PuTTY folder

14. In the Host Name (or IP address) box, type <ubuntu@your_public_DNS> (See 1 in figure
below)
a. Note: The Public DNS for your instance is displayed in AWS in the EC2 Management
Console Instance Description in the middle of the screen
15. Make sure:
a. Portis setto 22 (See 2 in figure below)
b. Connection type is SSH (See 3 figure below)

#2 PuTTY Configuration ? *
Category
o | _Basie-eptiormrforyonrPrReeession
E_| T"" I..og?ing /pﬁdfythe destination you wart to connect to
Tml-g:board 1 Host Name {or IP address) 2 Pott
Bl |ubuntu@ec2-34-235-152-101.compute-1| |22 |
- Features 3 Connection type:
= Window (JRaw () Telnet (C)Rlogin (@ 55H () Serial
Appearance - or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection | |
C°|°!-'r5 Default Settings Load
=) Connection bilhauer@gwa -
- Data billhauer@gwd Save
- Proxy -
- Telnet Delete
- Rlogin
- 55H
" Seral Close window on exit:
(O Mways () Never (®) Only on clean exit
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16. In the Category pane on the left, under Connection click on the + next to SSH to expand the
choices, then click on Auth (See 4 & 5 in figure below)

17. Under Authentication parameters, click Browse and navigate to the directory where your
PuTTY Private Key (.ppk) file is located (See 6 in figure below)
a. Click onthe (.ppk) file to select it

18. Click Open

BR PuTTY Configuration ? >

Features - | Cptions controling S5H authentication |
= Window
Appearance Display pre-authentication banner (S5H-2 only)
.. Behaviour [] Bypass authentication entirely (S5H-2 only)
;:23?;::“ Authentication methods
© i Colours Attempt authentication using Pageant
&} Connection [ Attempt TIS or CryptoCard auth (SSH-1)
- Data At -

- Proxy -
- Telnet Authentication parameters 6
4 i ] Allow agert forwarding
= 55H > [] Allow attempted changes of usemame in S5H-2
ex Private key file for authentication:
- Host k |C:\Llsers\wehauer\Documerﬂs\AWS\pri| E Browse. .. i
5 g
G]-- Auth
- X1
- Tunnels
- Bugs

- Mare bugs

If you want to save these settings to use later, navigate to Sessions in the PuTTY Category
tree. Enter a name in the Saved Sessions box and click Save on the right.
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19. Click Open in PuTTY Configuration to connect to your Instance
a. If thisis the first time you have connected to your Instance, a “PuTTY Security Alert” will
ask you whether to proceed with the connection
b. Click Yes to complete the connection
c. The EC2 instance window will appear (black screen below)

PuTTY Security Alert X

The server's host key is not cached in the registry, You
! have no guarantee that the server is the computer you

think it is.

The server's ssh-ed23519 key fingerprint is:

ssh-ed23519 256 da:d0:01:6e:f4:73:d6:38 e 1:44:d T : 2203 T6: 95

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want te carry on connecting just once, without

adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abanden the

connection.

ubuntu@ip-172-31-27-3% ~ - ] *

You are now connected to your EC2 instance!

Next step: See the directions for moving files in and out of EC2
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