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Create a Basic Elastic Cloud Compute (EC2) Instance

Amazon Web Services (AWS) EC2 Instances are virtual computers that you create to perform processing
operations in place of using your desktop or laptop computer, or other on-premises computing hardware. They
are customizable based on your computing needs and consist of your choice of operating system, type of CPU,
amount of memory, storage, and the security settings that determine how your instance can be accessed.

This recipe demonstrates how to create and configure a basic Linux EC2 instance using an AWS Free Tier
option. AWS Free Tier provides new users an opportunity to gain experience using AWS products and services
at no charge. For example, they offer 750 hours of Linux and Windows t2.micro EC2 instances each month for
one year. Read more about this and other Free Tier computing services.

Once your Linux EC2 instance is created and launched, you can connect to it via SSH. Files can be transferred
between your computer and your instance using SCP (Mac and Windows command line interface) or WinSCP
(Windows graphical interface). Instructions for connecting to your instance are provided in separate recipes.

Important to remember: Once you have completed your processing, the EC2 instance must be
STOPPED or TERMINATED to prevent additional, unexpected charges.

Overview of the steps described in this recipe:

A. Prerequisites
B. Steps for creating a basic EC2 Instance
C. Stopping or terminating an EC2 instance

A) Prerequisites
a. You must have an AWS account. If you don’t have an account, click HERE to create one.

Note: You will need to provide credit card information for your new account.
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https://aws.amazon.com/free/
https://portal.aws.amazon.com/billing/signup?redirect_url=https%3A%2F%2Faws.amazon.com%2Fregistration-confirmation#/start

B) Steps for creating a basic EC2 Instance

1. SIGN IN to AWS. The AWS Management Console will open (Fig. 1).
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2. Select an AWS region to launch your Instance in.
i. Select aregion from the drop-down menu next to your account name in the upper
right (Fig. 2).
1. For this recipe, select US East (N. Virginia)

Note: There are many factors that can be considered when selecting a region. Read more
about the factors that influence the cost of processing based on the region you select HERE.

@ AWS Management Console X+

« > C 0

& https;//console.aws.amazon.com/console/home?nc2=h_ctésrc=he

aws Services v  Resource Groups ~ * aws._recipes v

US East (N. Virginia)

AWS services US East (Ohio)

Q_ US West (N. California)
nd

est ( )
> Recently visited services US West (Oregon)

Start now
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https://console.aws.amazon.com/console/home?nc2=h_ct&src=header-signin
https://www.concurrencylabs.com/blog/choose-your-aws-region-wisely/

3. Under Compute click on EC2 (Fig. 3). Or type EC2 in the search box and then <Enter>.

@ AWS Management Console X TP

« > C O & https;//console.aws.amazon.com/console/h

aWS Services Resource Groups v [\ aws recipes v  N.Virginia ~  Support v
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4. Inthe EC2 Dashboard, click on the Launch Instance button (Fig.4).

Management x +

C (0 @ https//console.aws.amazon.com/e

E‘\I_V—S Services v Resource Groups v 3 A aws_recipes ¥ N. Virginia + Support ¥
EC2 Dashboard Resources ¢ Account Attributes ¢
Event:

vens You are using the following Amazon EG2 resources in the US East (N. Virginia) region: Supported Platforms
Tags VPG
0 Running Instances 0 Elastic IPs
Reports
Uil 0 Dedicated Hosts 0 Snapshots Default VPC
imits
0 Volumes 0 Load Balancers vpc-92a075ea
= 0 Key Pairs 2 Security Groups

Resource 1D length management

Instances
0 Placement Groups Console experiments

Launch Templates

Spot Requests x | Additional Information

Learn more about the latest in AWS Compute from AWS re:invent 2017 by viewing the EC2 Videos.
Reserved Instances

Getting Started Guide

Dedicated Hosts
Create Instance Documentation

Scheduled Instances All EC2 Resources

Capacity Reservations you will want to launch a virtual server, known as an Amazon EC2 instance.

Forums
= Pricing
AMis Contact Us
Bundle Tasks Note: Your instances will launch in the US East (N. Virginia) region

AWS Marketplace

Find free software trial products in the

Service Health ¢ Scheduled Events ¢

Figure 4 =
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5. Step 1: Choose an Amazon Machine Image (AMI)

i. Scroll down to the “Ubuntu Server 18.04 LTS (HVM), SSD Volume Type” [64-bit (x86)]
and click Select (Fig. 5).

agement Console X

CcC o0 & https://console.aws.amazon.com,

al/s Services v Resource Groups ~ [l aws recipes ¥ N.Virginia ¥  Support ¥
1. Choose AMI 2. Choose Instance Type 3. Configure Instance rage 5. Add Tags 6. Configus | Revies
Step 1: Choose an Amazon Machine Image (AMI) s vasimat
Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-0080e4c5bc078760e m B
Free tier only (i

Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and Java.

64-bit (x86)
The repositories include Docker, PHP. MySQL, PostgreSQL, and other packages.

Root devica type: ebs  Virtualization ENA Enablod: Yos

3 SUSE Linux Enterprise Server 15 (HVM), SSD Volume Type - ami-06ea7729e394412c8

SUSE Linux  SUSE Linux Enterprise Server 15 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced Systems Management, Web and Scripting,

64-bit (x86)
and Legacy modules enabled

Roo

o typo: obs  Vitualization type

) Red Hat Enterprise Linux 7.6 (HVM), SSD Volume Type - ami-011b3ccfibd6db744 (64-bit x86) / ami-0e3688b4a755ad736 (64-bit m
Arm)
Red Hat

® 64-bit (x86)
Red Hat Enterprise Linux version 7.6 (HVM), EBS General Purpose (SSD) Volume Type

64-bit (Arm)

ilization type: hvi ENA Enablod: Ys

Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-0ac019f4fcb7cb7e6 (64-bit x86) / ami-01ac7d9¢1179d7b74 (64-bit Arm)

Ubuntu Server 18.04 LTS (HVM) EBS General Purpose (SSD) Volume Type. Support available from Canonical (http:/iwww.ubuntu.comicloud/serggs

* 64-bit (x86)
ENA Enabled: Yes 64-bit (Arm)
———
Are you launching a database instance? Try Amazon RDS. Hide

Figure 5 ‘ .

Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale your database on AWS by automating time-consuming database
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6. Step 2: Choose an Instance Type (Fig. 6)

If it isn’t preselected, select the “t2.micro [Free tier eligible]” instance type. Thisis a
small instance type and suitable to the needs of this recipe. The type of instance you
select should be configured to your particular computing needs. AWS has a wide
selection of preconfigured instance types. A description of these can be found HERE.

Wl EC2 Management ¢

s

1. Choose AMI

cC o
aws

Services v

Resource Groups v % n

aws_recipes ¥  N.Virginia ¥  Support ¥

2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory,
storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Leam more about instance types and how they can meet your

compuiting needs.

Filter by:

All instance types v

Current generation ¥ Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 wCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

e

Figure 6

Family T vCPUs (i Memory (GiB) Instance Ellorage (GB) ii}‘;:::ﬂlz:d Network Peim)rmance SIJ::;:[[
1
General purpose 12.nano 1 05 EBS only Low to Moderate Yes
General purpose Z.micto 1 1 EBS only Low to Moderate Yes
General purpose t2.small 1 2 EBS only Low to Moderate Yes
General purpose t2.medium 2 4 EBS only Low to Moderate Yes
General purpose 2.large 2 8 EBS only Low to Moderate Yes
General purpose t2.xlarge 4 16 EBS only
Cancel  Previous SUEUEVELLIENLE  Next: Configure Instance Details

"

After selecting the instance type, click on Next: Configure Instance Details at the
bottom.

7. Step 3: Configure Instance Details

Since we are only configuring one instance, the defaults on this page do not need to be
changed. Click on Next: Add Storage at the bottom.

8. Step 4: Add Storage

The AWS General Purpose SSD (gp2) storage offers a good balance of price and
performance for running a wide variety of applications. The amount of storage you set
will depend on the needs of the application you run. For this recipe, leave the default 8
GB unchanged and click on Next: Add Tags.
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9. Step 5: Add Tags
i. Atagis alabel that identifies an AWS resource, and consists of a Key and Value. Tags
can be used to organize, search for, and filter multiple resources.
ii. Inthe Step 5: Add Tags window, click on the Add Tag button (Fig. 7).

Wl EC2 Management Consale x 4

< C (@ @& https//console.aws.amazon.com/ec2/v2/home?region=us-east-1#LaunchinstanceWizare

aws Services v  Resource Groups v % Ll aws recipes ~  N.Virginia *  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both,
Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum) Instances (i Volumes (i

to 50 tags maximum)
Figure 7

iii. Under Key, type Name. Under Value, type something that identifies the resource; say,
your last name and a short descriptor. For example, Jones EC2recipe (Fig. 8).
iv. After you have tagged your EC2 Instance, click on Next: Configure a Security Group.

This resource currer no tags

Choose the Add tag button or click to add a Name tag
Make sure your |AM policy includes permissions to create tags.

il EC2 Management Console x o+

&« (&} @ https://console.aws.amazon.com/ec2/v2/home?region=us-east-1

?WS Services ~ Resource Groups ~ * [l aws recipes ~  N.Virginia ~  Support ~

1.Choose AMI 2. Chaose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags
A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both

Tags will be applied to all instances and volul our Amazon EC2 resources.

Instances Volumes (i

e v o

Key (127 characters maximum) Value

acters maximum)

Jones_EC2recipe

Add another

Cancel  Previous Review and La nch Next: Configure Security Group ,

Figure 8
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10. Step 6: Configure Security Group (Fig. 9)
i. A Security Group determines how your instance can be accessed. For this recipe, you
want to limit access to only the computer you are working from.

1. Make sure “Create a new security group” is selected (1).

2. Identify the new security by assigning a label next to Security group name (2).
For example, name it Jones_EC2recipe_securityGroup.

3. Under Source, select “My IP” from the dropdown menu (3). The public IP
address of the computer you are working from will automatically be listed.
This means that only the computer that has this IP address can connect to the
instance.
Note: This is a very basic Linux instance security configuration. More
complicated security group rules can be configured; for example, allowing
access by a range of IP addresses. More information on security group settings
can be viewed HERE.

4. Leave the other settings at their default values.

5. Click on Review and Launch at the bottom of the screen.

Wl EC2 Management Console X +

& C ¢ & https://console.aws.amazon.com/ec: home?region=us-east-1#LaunchinstanceWizard:

3W§ Services v  Resource Groups ~ * N aws_recipes ¥~ M. Virginia *  Support ~

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web
server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below.

Learn more about Amazon EC2 security groups.

Assign a security group: ® Create a new security group
1 Select an existing security group

Security group name: Jones_EC2recipe_securityGroup
2 Description: launch-wizard-2 created 2018-11-05T11:43:34.822-09:00 3

Type (i Protocol (i Port Range (i Source (| Description (i
SSH v TCP 22 My IP v |137.229.87.83/32 e.g. 8SH for Admin Desktop Q
Add Rule

Figure 9 o | G D
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html

11. Step 7: Review Instance Launch
i. This page displays your instance configuration details to review before the instance is

deployed.

ii. Click on the Launch button in the lower right (Fig. 10).

Wil EC2 Management Console x +

= CcC 0O & https.//console.aws.amazon.com/e;

unchinstanceWizarc
aw51 Services v Resource Groups ~

[l  aws recipes ~  N.Virginia ¥  Support =
1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review yaur instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process

~ AMI Details

Edit AMI
G) Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-0ac019f4fcb7chb7e6

[l Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical (http:/www.ubuntu.com/cloud/services)
PRl Rool Device Type: ebs

Virtualization type: hvm

~ Instance Type

Edit instance type
Instance Type ECUs VvCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available

Network Performance
t2.micro

Variable 1 1 EBS only Low to Moderate

~ Security Groups

Edit security groups

Security group hame Jones_EG2recipe_securityGroup

Description launch-wizard-2 created 2018-11-05T11:43:34.822-09:00
Type (i Protocol (i Port Range (i Source (i Description (i
S8H TCP 22

137.229.87.83/32

Figure 10

Cancel  Previfus m >
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12. The pop-up window that appears next (Fig. 11) allows you to create a key pair — “public” and
“private” keys — that will be used for securely connecting to your instance from your
computer. The public key will be a part of your EC2 instance configuration and the private key
will be kept on your local PC or Mac.

i. Select “Create a new key pair” from the drop-down menu

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair
Choose an existing key pa
Create a new key pair

Proceed without a key pair

A Nokey pairs found
You don't have any key pairs. Please create a new key pair by selecting the
‘Create a new key pair option above to continue.

R
Cancel @EILLELECL

Figure 11

ii. Next, name the new key pair; for example, Jones_EC2recipe (Fig. 12).
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iii. Click on the Download Key Pair button. The private key file (.pem) will download to
your default downloads folder. You can move the file to any folder.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Create a new key pair v
Key pair name

‘ ‘Jones_ECZrecipd P \L

You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

Figure 12

iv. If necessary, after the private key file has been downloaded, check the box in front of
“I acknowledge that | have access to the selected private key file...” and then click
Launch Instances (Fig. 13).

Select an existing key pair or create a new key pair e

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair v
Select a key pair
Jones Elgiadi v

¥ | acknowledge that | have access to the selected private key file (Jones_EC2recipe.pem), and
at without this file, | won't be able to log into my instance.

. Cancel @EULFELERLES
Figure 13
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13. A Launch Status window opens displaying a notice that “Your instances are now launching”.

Figure 14

Click on the instance ID (Fig. 14, circled) inside the green box to open the EC2 Dashboard and
view details of your running instance.

¥ EC2 Management Console ps +

<« CcC 0O @ https://console.aws.amazon.com/ec

3W$__ Services v Resource Groups ~ Q aws_recipes v N. Virginia v Support v

Launch Status

@ Your instances are now launching
The following instance launches have been initiated{ i-0b6da72bdb6f486b1 J) View launch log

©  Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

Wl EC2 Management Consale X +
<« Cc O @& https://console.aws.amazon.com/ec?
aWi Services v Resource Groups v aws_recipes ¥  N.Virginia ¥  Support ¥
Launch Instance  + JECLINEL SEEETLLERS A
o e
Events
Tags Q) | search : i-0bBda72bdb6f486b1 Add filter Q@ 1to1of1
Reports T 1
@ Name Instance ID + Instance Type Availability Zone Instance State Status Checks Alarm Status Public DNS (IPv4
Limits
@ Jones_EC2r... i-ObBda72bdb6i486h1 t2.micro us-east-1d @ running @ 2/2 checks .. None Y ec2-34-201-221-1¢
Instances
Launch Templates
Spot Requests 2
Instance: | i-0béda72bdb6f486b1 (Jones_EC2recipe) Public DNS: ec2-34-201-221-190.compute-1.amazonaws.com |_ = =]

Reserved Instances

Dedicated Hosts Description  Status Checks  Monitoring ~ Tags

Scheduled Instances
Instance |D __i-0bBda72bdbefA8601 Public DNS (IPy4) _ec2-34-201-221-190.compute-

Your new EC2 Instance is now running!
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C) Stopping or Terminating an EC2 Instance

1. After you are finished processing with your EC2 instance and no longer need it running, make
sure to Stop or Terminate it. If you do not do this, you will continue to incur charges on your
account!

2. Open the AWS Management Console by clicking on the AWS logo S in the upper left.
i. To openthe EC2 Dashboard, type EC2 in the Find services search box and <Enter>. Or
click on EC2 under Recently visited services.
ii. Inthe EC2 Dashbord, under Resources, click on Running Instances to open the
Instances status console (Fig. 15).
iii. Select your instance by clicking on the box in front of the Instance ID.

§#l EC2 Management Console X
< C O & https//console.aws.amazon.com/ec?
aﬁs Services v Resource Groups v * aws_recipes ¥ N. Virginia ¥  Support v
EC2 Dashboard Resources ¢ Account Attributes ¢
Events s = o . . . . s
You are Lsigg dgazon EC2 resources in the US East (N. Virginia) region: Supported Platforms
Tags
Reports ’
_ 0 Snapshots Default VPC
Limits 1 Volumes 0 Load Balancers vpc-92a075ea
1 Key Pairs 3 Security Groups
o . - Resource ID length management
Instances 0 Placement Groups

Console experiments

Launch Templates » )
% | Additional Information

Spot Requests Leam more about the latest in AWS Compute from AWS re:invent by viewing the EC2 Videos

. Reserved Instances Getting Started Guide
Figure 15 Dedicated Hosts Createilistances Documentation
Uecopeo

iv. Click on Actions (1) then Instance State (2), then select Stop (if you want to restart
your instance later) or Terminate (3) (Fig. 16).

Vlanagement Cansole x =4

C {0 & hitps//console.aws.amazon.com/ec2/v2/home?region=us-east-14 s SceedbScd e

,aWS Services v Resource Groups ~ aws_recipes ¥  N.Virginia ¥  Support +

EC2 Dashboard Launch Instance  + [eGL] 1 A

S
Events e @
Tags 0 | search: i-034e405ceedbscd2 [N ~] 1101 of 1
Reports @ Name Instance ID Create Template From Instance  HTWS-J Instance State Status Checks Alarm Status Public DNS (IPv
Limits c * e This =
a |403494? d running & 2/2 checks . None s ec2-52-91-241-1
Instances

3

Launch Templates .
Networking

Spot Requests

CloudWatch Monitoring

Reserved Instances

Dedicated Hosts

Figure 16 Instance: | i-034e4405ceedbScd2  Public DNS: ec2-52-91-241-177.compute-1.amazonaws.com _N—N=]
Scheduled Instances
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